BOOK SUMMARY
»ARMED FORCESAND TERRORISM IN LIGHT OF 215" CENTURY CONFLICT S«

The conclusior’s following the 11 September 2001 event showed trattonal security
systems were no longer able to efficiently respomchew threats brought about by the
changed global security situation. Therefore, thegonity of countries started to intensively
identify new tasks and relations among the entrésponsible for the implementation of tasks
and provision of adequate national security. A gneamphasis was dedicated to ensuring
international security. Terrorist acts that pregiguhad local character are now acquiring
global dimensions with their new forms. This israqf that modern countries are no longer
the only entity of international relations possegsmonopoly over funds allocated for mass
violence.

Upon the end of the Cold War, the situation in th&rnational arena has changed
tremendously. The countries as basic entities tefmational law no longer represent a major
source of threat to each other. The occurrencengdolarity with one truly strong global
superpower, i.e. the United States of America, Wwidchowever not in position to control all
negative phenomena in the international commuhyg, led to a number of ethical, religious,
international and ideological disputes. Globalmatas a global process involves not only
positive but also negative elements. These areatefll primarily in the expansion of the
Western culture to the areas of other traditiondluces. Globalisation brings not only fair
redistribution of the world's wealth, but it ratr@ntributes to its concentration in individual
centres of power. All these processes are met wibosition in the major part of
underdeveloped world, also manifested in various$oof terrorism. Globalisation and media
as major products of terrorism have helped temotis outgrow the local milieu and become
one of the major global threats. In itself, intdro@al terrorism endangers the existence of the
international security system and, at the same, inaividual entities within the system. The
importance of national and international securitypwdd also be given special emphasis.
Counter-terrorist measures are not just importanisp, but should be carried out to safeguard

the values established in the society that araténed mainly by terrorism as a major threat.

1 A group of US researchers of the RAND CorporationBowie, R. Haffa and R. Mullins, claim that tkey
new element today is the lessening importance eftieviously prevailing Eurocentric paradigm of thé&e of
the armed forces. In their opinion, new threatsehamorphous forms and the epicentre, from whicly tre
spreading across the world (Trends of Future WarfarJoint Force Quarterly No. 35, 2004, pp. 129;133
adopted from Zabkar (2005:141).



Armed forces have occurred as a key entity of engunational defence against external
aggression in all national security systems. Owiogthe changed security situation and
assessments that do not foresee any conventiofitdrgnattacks on the country, the armed
forces started to acquire a new role and tasksetomg national security. In addition to the
fact that the armed forces are involved mainly @agekeeping operations, peace support or
peace enforcement operations, the world is wittesise processes defining their role also in
the provision of internal security and countertasm. The role of the armed forces is,
because of their technical capabilities, qualifaras and organization, increasingly occurring
in the form of support of other entities in the yasion of the national internal security. These
processes of engagement can be perceived in tlagldirprotection of the national borders,
counter-terrorist activity, surveillance and deferaf the national air space, control of the
weapons of mass destruction, and assistance fonitigation of the consequences of terrorist
attacks and natural disasters.

We are on the threshold of an important period lenge, as the political elite are slowly
realizing, mainly due to constant terrorist thregissed to Europe, that the current
arrangement of national security systems doesuilyt rineet the requirements and needs of
responding to new asymmetric threats. A system evidexfence forces are not capable of

providing basic conditions for their own securgyniot and cannot be satisfactory.

An appropriate legal basis and support of politstalictures in a country can significantly
contribute to the speed and effectiveness of ergaticounter-terrorist system, with the armed
forces given an adequate role. This special hyptthe confirmed by the fact that the civil
control of the military is a phenomenon occurringdifferent forms and linked with various
dilemmas throughout history. The definition of agmiate civil military cooperation is
particularly characteristic of democratic societiBse to its potentials reflected in personnel,
finance, materiel and technology, the military as@ressive authority may in its essence pose
a certain threat to the activity of the civil sdgien democratic systems. The position of the
military in democratic systems is very specificpcg all other institutions of the political
community are focused on peacetime activities aod-violent resolution of various
contradictions, wishes and interests. On the dihad, the military is the only institution, the
goal of which is to participate and operate in wagt activities or emergency operations, and
to utilize all available means of mass violence nse# necessary. It is these features that
constitute the fundamental difference between thitany and its operations and other

organizations of the country.



A historical analysis provides examples of militgzgtentials being exploited for narrow
political purposes, most often demonstrated in thwewing the ruling power through coup
d'état. This reveals the significance of appropratd balanced control mechanisms in civil-
military relations. The entire control system ismosed of various measures, which can be
described as parliamentarian, expert, adminisgatjudicial and inspection control, and
finally as control of the public and the entireitan society. If civilian control proves to be
inappropriate in the sense of excessive controlsomes, it can cause adverse effects and can
be reflected in restricted operations by such goomtant structure as the armed forces are for
the country.

In order to ensure efficient operation of the cewtérrorist system, the basic precondition is
to establish appropriate regulation and transpgraricthe legal basis that, among other
things, defines the operation of the armed for¢éss framework also includes the system of
appropriate control mechanisms specifying civiliarly cooperation and efficient control of
the military.

It is important to note that in addition to the imaitisation of the society, the democratic
relationship between the civilian structure andriiiktary can be destroyed by an excessive
control of the political power of the armed forcés.such cases, political decisions interfere
too radically with the military organization, or practical terms, political decisions dominate
the areas where expert decisions should be takdnsexely. It is legal and legitimate for the
political power to appoint the highest military coranders (chief of general staff), although
there is always a dilemma in such cases of thegprogiio between political reliability and
professional competence of such persons. Historeegleriences clearly indicate that
excessive interference of civilian authorities withlitary personnel matters and hence the
parallel integration of soldiers in high structures the ruling politics may lead to the
functional transformation of the military as a defe institution against the external enemy
and an institution supporting the actual authaitiéxcessive counter-terrorist measures can
be very dangerous, as in the majority of cases #fégct human rights and restrictions
thereof. Appropriate response to such occurrenaesoaly be possible in a society that has
developed democratic processes. It is importantdbatrol is diverse and includes all entities
of the security system, yet also allows efficiepexation of all agents. Slovenian civil society
does not require inefficient armed forces, buteathe armed forces capable of deterring all
forms of threats that could jeopardize the nornugctioning of the Republic of Slovenia.
Naturally, it will be necessary to establish befamed all conditions and measures for the

creation of an appropriate system of counter-testactivity in the armed forces themselves



and for their active involvement in the processkethe national security system. Initially, it
will be necessary to carry out changes to the lbgals for the functioning of the armed
forces related to terrorism suppression.

A comparative analysis conducted in selected saoquatries of NATO, and the Republic of
Austria as a member of the Partnership for Peaogr@mme and a country most comparable
with the Republic of Slovenia in terms of size atlg reveals the trend towards redefining the
role of the armed forces. This new role is mirropadticularly in the expansion of powers for
countering terrorism as one of the major threatsatitonal and international security systems
in the period of the post-block division. In alltimmal defence and security systems the
military appears as a crucial entity, particularyensuring defence of the country against
external aggression. Owing to the changed secsitttyation and assessments with no real
anticipation of a classic conventional militaryaa on the country, the military is growingly
assuming new roles and tasks related to the natamthinternational security. In addition to
its involvement in the international security, partarly in peace support and enforcement
operations, the world has been confronted withploezesses that determine the role of the
military in internal security and counter-terrorisrDue to its better equipping level,
gualifications and organization the military hasemencreasingly used to support other
entities responsible for national internal securitilese processes of engagement have also
been perceived within the broader context of bomgeatection, fight against terrorism,
surveillance and defence of the national air spemetrol of the weapons of mass destruction,

and assistance for the mitigation of the conseqeeentterrorist attacks and natural disasters.

A detailed review and analysis of forms and tremds$nternational terrorism in the book
further indicates changes and amendments to siat@gplemented by international and
national security systems in the field of countardrism. A detailed overview of the
authority of the entities of the Republic of Sloigs national security system reveals specific
deficiencies, and the need for supplementing the ob the entities and for intensifying
interagency cooperation. However, we should be ewrat the country has limited financial,
personnel and materiel potentials. Narrow intere$tmdividuals and groups will therefore
have to be overcome and certain entities will havbe merged with the aim of establishing
efficient bodies which will be able to adjust todato counter the threats potentially
threatening national security. The armed forces, tgnredefining their role and powers
deriving from their personnel, financial and orgational potentials, contribute to more

efficient counter-terrorist activity.



The current role of the armed forces enables,@ven moment, certain forms of support to
various bodies, also in the field of counter-tamor. The Slovenian Armed Forces should as
part of the amended regulation be granted additiooaers. Even the greatest defenders of a
stronger role of the armed forces in counter-té&smrare aware that the military should solely
complement and support the entities that are biy ttagure primarily intended to deter such
threats.

A comprehensive counter-terrorism system includesirereasing number of activities
distributed among a growing number of social esditi Their efficient organization and
coordination in particular are key evaluation oe teuccess level of the entire national
counter-terrorist systenMechanisms for integral and comprehensive pregerdf terrorism
occurrences can in no way be efficient without appate integration of the Slovenian
Armed Forces. The book provides clear conceptuglirements for mechanism definitions
for efficient operation during terrorist attacksidathe mechanisms for the integration of the
armed forces in the mitigation of the consequemdéesommitted terrorist acts. The intensity
and scope of cooperation of the armed forces witheroentities or subsystems has
significantly increased lately, which can be clgabnfirmed with the fact that other entities
also felt the need for support offered by the Shime Armed Forces. Particular mention
deserves cooperation between the Slovenian Armeck§@nd the Police, search and rescue
bodies, and particularly the intelligence and sigunodies of the Republic of Slovenia, as
the Slovenian Armed Forces together with their bdi@s are present in crisis areas as part
of their international engagement. The growing nambf links between counter-terrorist
actors raises the need for efficient interagenay iter-level coordination of operational
processes. A special indicator of quality and gtyans also the planning process and
procurement of equipment for the augmentation ef$tovenian Armed Forces' capabilities.
The long- and medium-term programmes clearly detexrthe dynamic of the procurement
process to acquire capabilities also utilized fourder-terrorist activity. This includes in
particular procurement of transport aircraft, hgbiters, unmanned aerial vehicles, air defence
equipment, information and communications deviaa$ equipment enabling the Slovenian
Armed Forces active involvement in counter-tertoaistivity. This cooperation will develop
on two levels: as participation within the natiorsgistem on the first, and within the
international system on the second level througtigyaation of the Slovenian Armed Forces
in different crisis response operations, the sgiatgoals of which are also prevention and
reduction of causes of terrorism, and its suppoesdi is of course necessary to be aware that

the findings in the book suggest the need for gmyaite organizational, structural and



personnel measures within the armed forces to ensfficient operation of the Slovenian
Armed Forces in countering terrorism and hence itiemd for supporting other bodies with
the Republic of Slovenia. Preparations for appadprinvolvement of the Slovenian Armed
Forces will demand fundamental changes to exercit®éning of the management,
development of concepts and doctrines, and thelal@went and introduction of new assets.
Armed forces have to be capable of functioning inede weather conditions and
environments, with the adversary engaging conveatidorces and in particular non-
conventional forms of warfare. Instead of convemio warfare, non-conventional,
asymmetric warfare of the system against the syssepaving its way to the foreground.
Special mention deserves the need for the reorgémiz and redefinition of the areas of
special operations, intelligence and security dpmra and especially the system of force
protection, which includes complete measures iividdal areas of counter-terrorist activity.
Of special significance for the efficiency of them&d forces is cooperation among their
constituent bodies in their structure. The esthbliscommand and control mechanisms
within the armed force's structure demand certhi@mnges and improvements. This applies
particularly to the engagement of special operafameces and force protection. Based on
appropriate analyses of problems and needs indbk bection dedicated to the role of the
Slovenian Armed Forces, certain solutions and palsofor a new model of the system-wide
regulation of management in these two areas aeeenff The relations and definitions of roles
within the armed forces should also be based oragipgopriate legal basis that allows a
detailed definition of special tasks and planniogthe development of individual entities. On
this basis it can be concluded that the Sloveniamell Forces can, through detailed
definition of their role and powers concerning theersonnel, financial and organizational
potentials, contribute to more efficient executtdrcounter-terrorist activities.

All findings can lead us to conclude that detaildefinition of the role and powers of
individual organizational structures within the Baian Armed Forces represents a key
factor of more efficient counter-terrorist action.

Without an appropriate system-wide introductiontisé education and training model for
counter-terrorist operations in the armed forceswiit be impossible to ensure proper
operations and generation of the planned capasiliiThe system of military education and
training for counter-terrorist operations is notaomous and is indispensably linked with
the capabilities of other entities of the Republi&lovenia's national security system.



In the field of counter-terrorism in particularete processes of education and training will
have to be sped up and training programmes supplechewith relevant topics.
Qualifications of personnel, units and commandscaveial for efficient operations of the
armed forces in countering terrorism. Education taching will have to involve continuous
integration of lessons learned, operational statedaand techniques, and the design of
appropriate training materials. The education pfanshe years 2007, 2008 and 2009 already
reflect the growing number of topics on this subjeatter. The plan also provides guidelines

for the further modernization of the curriculum ahd integration of counter-terrorist topics.

The education and training process should alsaudgclearning from lessons. Following the
example of good practices in NATO member states, $tovenian Armed Forces have
decided to establish the Lessons Learned Departrikigt organizational unit is responsible
for the gathering and analysis of past operati@usjcation processes and the design of
professional reference books that would entail gtam of good practice and positive
experiences. These experiences can improve theucontlnew counter-terrorist operations.
Activities in the process of analysing lessonsredrshould be intensified and become one of

the key factors in the entire education and trgrsypstem.

Research is another area closely linked with thecatibn and training process. The actual
implementation and requirements depend heavilyhemnamount of funds earmarked for this
purpose. Research activity at the Ministry of Deferincluding the Slovenian Armed Forces,
is focused on the development of projects incregasie capabilities of the Slovenian Armed
Forces. For good results it is necessary to effityelink and coordinate research activity
within the Slovenian Armed Forces, and researchats projects in the entire Republic of
Slovenia, as well as with research institutionghefEuropean Union and NATO.

Moreover, computer modelling has become one ok#yecapabilities of modern militaries

allowing simulations of various tactical situaticarsd introduction of new capabilities, among
others also in the field of counter-terrorism. TB®venian Armed Forces should attract
experts from other institutions of the national Bdg system to these processes. In the
international sphere, cooperation in research shioellencouraged with the aim of developing
joint capabilities, exchanging information and mesé findings, and also promoting the

Slovenian Armed Forces. Some basic steps weredgltaken by allocating defence funds for
research work and by linking defence requirementsszience. The importance of terrorism-
related threat perceptions is also seen in theasing number of articles on counter-terrorism

published within the Slovenian Armed Forces.



In the further validation of analysis results mentshould be made of the effects exerted on
the personnel system of the Slovenian Armed Fothesugh the education and training

system.

The establishment of appropriate personnel modat @nsolidation is the goal and
requirement of every, even the smallest, systene difiorts towards generating counter-
terrorist capabilities of the Slovenian Armed Far@an indicate one of the major success
factors. The entire personnel model should consideious factors and at the same time
adjust to appropriate changes affecting us dailshexmodern world. In the functioning and
development such personnel model should, among ttiregs, take into account primarily
the connection between the education and traingstesr and personnel management in the
Slovenian Armed Forces. It can therefore be coredutiat the Slovenian Armed Forces are
slowly introducing certain measures providing aecddte long-term education system for
counter-terrorist activity. On the other hand,hbsld be stressed that the actual situation is
far from perfect or the required system-wide areangnt. However, with help of verified
indicators it can be claimed that education andhittg on counter-terrorism is of key
importance for ensuring the required readinesd leve that it influences the changed values
of the Slovenian Armed Forces' personnel in undedihg the importance of countering
terrorism. The training level can only be the resifl an adequate education and training
process in place in the Slovenian Armed Forcescedpéions of the importance of counter-
terrorist activity and particularly the importardgle of the Slovenian Armed Forces in this
respect is also reflected in the growing interédghe Slovenian Armed Forces' members for
posts in the units primarily intended for countemorism. The indicator of an increased
number of articles on counter-terrorism within Blevenian Armed Forces reflects specific
changes in the awareness among the personnel tilgoumportance of this threat. Over the
past three years, the number of articles on thigtemaias increased in professional

publications issued by the Ministry of Defencelog Slovenian Armed Forces.

The changed values and perceptions among the peisafout terrorist threat can be
attributed to the fact that in strategic and otsessments of security environment terrorism
appears as one of the major threats. On the otret, the implementation of activities to be

planned in these documents should be assessed wathsiderable measure of criticism.

The analysis of causes and forms of internaticgrabtism, and the effectiveness of counter-
terrorist strategies in particular in this monodramdicates the fact that appropriate

cooperation among various bodies can be of cruomortance for successful counter-



terrorist action. Practically identical conclusiomsin be gathered in an international
comparative analysis of modern militaries and thaironal systems.

The national security system is witness to spesifiev and positive developments involving
the Slovenian Armed Forces in the comprehensivaesysof countering terrorism.
Representatives of the Slovenian Armed Forces haee included in all major coordination
bodies on various levels of the system operatidme Tost important are of course, in
addition to the Secretariat of the National Seguftouncil, the Interagency Group for
Transnational Threats directly coordinating coutéerorist activities and providing direct
assistance to the national coordinator for coutggrrism and the relevant bodies responsible
for the safeguarding of the critical infrastructur@oordination carried out within the
Interagency Group for Transnational Threats was gigen as an example of good practice
by the EU Evaluation Group during its visits to fRepublic of Slovenia in the years 2005
and 2008. Moreover, efficient interagency relatibesveen the Slovenian Armed Forces and
the Police, and the Slovenian Armed Forces andélaech and rescue bodies should also be
mentioned. In the first case, cooperation has leséablished on various levels and fields of
operation.

The entire system of counter-terrorist activity olwes several stages that include various
bodies of Slovenian national security system. Apanant role in this system is given to the
Slovenian Armed Forces appearing through its dm#vin various stages. It should be noted
that the entire system of counter-terrorist activit divided into three major phases. These
phases could be defined as prevention and org&mzet terrorist acts in the first stage, the
actual execution of terrorist acts and the permathediately following the terrorist act in the
second stage, and the mitigation of the conseqgsewicerrorist acts in the third stage. Each
of these stages has its own specific charactegistiat significantly affect the dynamic of
activities performed by various bodies of the naiosecurity system. The Slovenian Armed
Forces with their capabilities play or should p&yery important role in all three stages by
supporting other bodies in their counter-terroastivity. For the first stage it can be stated
that the major role in preventing and organizingaiést acts is entrusted to the Police, and
Intelligence and Security Services. Although aeattarrow definition, it can also be viewed
from a broader standpoint that the most important pf suppressing terrorism is eventually
the elimination of its causes. Although the armertds located in a crisis area can often
instigate terrorist acts, their role should alsovimved from the perspective of activities
dealing away with the causes of terrorist occuresnén short it can be claimed that through

civil-military cooperation the armed forces can po the restoration of conditions and



creation of the security environment allowing nokiiging conditions in a particular area.
Also in narrow terms, in the first stage the arni@@es can, given their capabilities, utilize
specific potential that can efficiently support éttbodies in countering terrorism, such as
intelligence and security system, air policing astders. In the second stage, their special
operation and combat forces can directly assisPtige in its fight against or confrontation
with terrorism or resolution of various situatiossich as hostage- taking and similar. In the
last stage it is the armed forces that can use tepabilities for the mitigation of the
consequences of terrorist acts to the fullest. tBis&s and powers of the Slovenian Armed
Forces are of course specified in the proposedtstel of the Slovenian Armed Forces’
concept on counter-terrorism as described in tlod ball processes of the gradual integration
depend on different factors influencing the sizeé dypnamic of engaged forces.

The basic purpose of the book, on the basis of odetlbgical approach and comparative
analyses, is to reach relevant conclusions abeutdled for specific system-wide measures in
the Slovenian Armed Forces and indirectly also lové&nia to ensure more efficient
suppression of threats, such as terrorism.

The analyses and comparisons described in the $lomk that there are still several open and
unresolved issues of the system-wide regulatioooohnter-terrorist activity both within and
outside the Slovenian Armed Forces that reducepeeational effectiveness of the security
system. During the reorganization of the Sloverdamed Forces and upon the entry into
NATO and the EU these relations will have to berappately supplemented and defined. In
order to reach this goal, the entire expert publichave to be activated within the Slovenian
Armed Forces, the Ministry of Defence, and beydkiter more than a decade the time is ripe
to realize the importance of efficient counter-deist engagement of the Slovenian Armed
Forces within their area of responsibility and posveOnly thus it can be expected that
security bodies will efficiently complement the maas of entities which ensure the
completeness of both the defence and security mgstdhe end result should be the

appropriate level of national security.

The proposed system measures combine the expesiariciong-standing efforts in the
intelligence and security area of the Slovenian édanfrorces, an overview of models of the
militaries in compared states, such as the UnitateS of America, United Kingdom, Federal
Republic of Germany, Republic of Hungary, RepuloicAustria, French Republic, Canada
and others, and the peculiarities of the defencksacurity areas to be taken into account in



the Republic of Slovenia. The states compared eénatmalysis have achieved most structural

changes in their systems to ensure appropriatete#aess of countering terrorist threats.

The book presents some conclusions indicating #doe that the role of national security
entities should be redefined in the light of tharmiped global security factors. Being aware of
the limited financial, personnel and materiel pttds, efforts will have to be directed at
overcoming narrow interests of individuals and guand at encouraging mergers of
specific entities to create efficient bodies capatil adjusting to and deterring threats that
could potentially threaten national security. Tlsugons that proved to be fully correct and
efficient in the recent past have become obsoleteimaefficient nowadays. In this respect,
Charles De Gaulle' proverb: »We should not keeprary we are used to but rather build the

one we neeclappears highly relevant for the Slovenian Armed Forces.



